\
_._
i .
R
.__ 0

EGAHUNT

MRS IEFI

D 4

>
//

Reporting Guidelines

ICT Product Security Vulnerability

ICT Fm%&ZE




ICT /i &Z 2R 2458 ICT Product Security Vulnerability Reporting Guidelines

Revision History

2025/1/28 V1.0 First draft

MEGAHUNT 1



ICT /i &Z 2R 2458 ICT Product Security Vulnerability Reporting Guidelines

Contents
1. ELHY PURPOSE......cooiiiieiiiiciciese ettt bbbt 3
2. IR 52U VULNERABILITY REPORT RECEPTION.......cc.ocvuiiiiecieiicsesisssiess s 4
3. IR 5 TN VULNERABILITY REPORT CONFIRMATION ........cooiiiiiviciicisiiesiseis s 5

MEGAHUNT 2



ICT /i &Z 2R 2458 ICT Product Security Vulnerability Reporting Guidelines

1. B&Y Purpose

AXHHTHESE=ZFIEREZXARE ™ AL 2T, This document is used to guide third-party

organizations to report security vulnerabilities of their products to our company.
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2. imAIREIEU Vulnerability Report Reception

TERNHER OpenPGP ZHHRIRIAR 5115 5 L IX 2R AEE H FHRAF L . security@megahuntmicro.com,
You should encrypt the vulnerability report using OpenPGP key and send it to our designated email address:
security@megahuntmicro.com;

OpenPGP EHAFIIRIAR & 77 IARI FE AR WG _EATFREL, =77 (W&, CB) AN RIRE EMA]5E
2z 2w, HAEH PGP f1%IEiE, OpenPGP key and the vulnerabilities report method are publicly available
on the company's website. The third party (e.g. clients, CB) reports to the developer any suspected security
vulnerabilities must use the PGP encrypted channels.

iRk ELAEERATGEFEMIER, HIA:  The vulnerabilities report must include as much detailed
information as possible, such as:

® ZFMAIANES” /AR BMAINIEIE 5965 Affected certified product/service names and certification
certificate numbers

® RARSHEAALE Version number and hardware model

o RIFAIFARIARF SR, FRALH TR RMEIH Detailed description and replication steps of

the vulnerabilities, providing sample code for testing vulnerabilities
® BEFIMIE(E Potential impact assessment
o IEBAME (HE. #HEE) Proof materials (logs, screenshots, etc.)

® &7 Contact information
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3. imAIREMIA Vulnerability Report Confirmation

EREWEERRRR S 5, REFHLGNREHITHIZ ARG . After receiving your vulnerability report,
our company will organize a preliminary confirmation and evaluation of the report:

22 Wi N I ACRETE 24 /N BRI 5 BB AR B IO X TRTAIR & B N A e BT RS, N TE BRI
BRERER, S RBRIEFEN TR SN, The security response team will confirm the receipt of the
report email within 24 hours and review the completeness of the vulnerability report content. In case of missing
information or unclear descriptions, we will provide email feedback on the report content that needs to be
supplemented.

XNTEREE, MREMWRRE, FREEZ IR AR IR 5 20 B AR AT A5 704 S 2E RILE I R] A S 5
I IRTAALEEZE R, For reports with complete information and clear descriptions, our company will evaluate and
analyze them according to our internal vulnerability report processing procedures and provide feedback on the
vulnerability handling results to you within the specified time.
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DISCLAIMER

The information in this document is current as of the published date. The
information is subject to change without notice. For actual design-in, refer to the
latest publications of MEGAHUNT Datasheets, and other official documents, for
the most up-to-date specifications of MEGAHUNT products. Not all products
and/or types are available in every country. Please contact a MEGAHUNT sales
representative for availability and additional information.

No part of this document may be copied or reproduced in any form or by any means
without the prior written consent of MEGAHUNT. MEGAHUNT assumes no
responsibility for any errors or inaccuracies that may appear in this document.

MEGAHUNT disclaims any liability for patent, copyright or other intellectual
property rights infringements of third parties by or arising from the use of
MEGAHUNT products listed in this document or any other liability arising from
the use of such products. No license, express, implied or otherwise, is granted
under any patents, copyrights or other intellectual property rights of MEGAHUNT
or others. Descriptions of circuits, software and other related information in this
document are provided for illustrative purposes in semiconductor product
operation and application examples. The incorporation of these circuits, software
and information in the design of a customer’s equipment shall be done under the
full responsibility of the customer. MEGAHUNT assumes no responsibility for any
losses incurred by customers or third parties arising from the use of these circuits,
software and information.

The fonts, images, and other logos used by our company are legally authorized or
legally used free of charge without infringing any third-party's rights.

Our company reserves the right to modify or revoke this disclaimer.

If you have any doubts, please contact us promptly and we will actively resolve

tham

For more information about MEGAHUNT products and solutions, visit our website at www.megahuntmicro.com
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